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In  the  post  Cold  War  environment,  the  threats  to  our  National  Security  have  grown  more 
complex,  dynamic,  and  uncertain.  To  further  add  to  the  complexity  of  the  environment,  the  rapid 
growth  in  information  age  technologies  continues  to  compress  the  dimensions  of  time  and 
space  significantly,  while  seeming  to  justify  calls  for  resource  reductions  by  the  public.  At  the 
same  time,  the  rapid  pace  of  this  growth  has  caused  decisionmakers  at  all  echelons  -  tactical  to 
strategic  -  to  challenge  the  Intelligence  Community  to  become  more  responsive  and  agile  in 
meeting  their  demands  for  intelligence.  These  strategic  trends  demand  an  Intelligence 
Community  that  can  dominate  the  full  spectrum  of  economic,  political  and  military  intelligence. 

Today’s  Intelligence  Community,  which  evolved  out  of  the  necessity  to  contend  with  wars 
and  technology,  is  a  hierarchical  structure  that  cannot  compete  in  the  information  age.  Recent 
advances  in  both  the  business  and  military  intelligence  communities  indicate  that  success 
demands  a  change.  One  such  change  is  to  embrace  a  new  method  for  analysis  that  is 
collaborative  and  distributed,  facilitated  by  the  Internet  and  its  associated  technologies. 

Although  this  approach  requires  improvements  in  interoperability  of  systems,  security  and  a 
major  cultural  change  within  the  Intelligence  Community,  doing  so  will  significantly  enhance  its 
ability  to  deal  with  the  effects  of  a  more  complex,  dynamic  and  uncertain  world,  the  information 
age,  and  the  impact  of  limited  resources. 
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PREFACE 


Throughout  life,  I  have  sought  to  determine  how  things  worked.  Unfortunately,  I  often 
broke  things  in  the  process.  However,  I  always  learned  from  the  experience  and  attempted  to 
use  the  knowledge  that  I  gained  to  improve.  I  owe  a  huge  debt  to  my  patient  and  loving  parents 
who  suffered  through  those  early  inquisitive  years  where  I  nearly  lost  a  thumb  blowing  up  my 
chemistry  set  and  nearly  burned  the  house  down  in  a  separate  incident.  Despite  these  events, 
they  have  continued  to  support  my,  sometimes  dangerous,  quest  for  knowledge. 

I  also  owe  a  tremendous  debt  to  my  wife  and  friend  who  helped  me  weather  the  college 
years,  which  brought  about  my  interest  in  technology  and  computers.  Her  support  has 
continued  throughout  my  military  career,  where  the  quest  for  knowledge  about  the  world  of 
intelligence  began.  This  paper  is  a  continuation  of  that  quest. 


LIST  OF  ILLUSTRATIONS 


FIGURE  1  -  THE  “VIRTUAL  ACE” 
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DISTRIBUTED  COLLABORATIVE  ANALYSIS:  A  NEW  APPROACH  FOR  INTELLIGENCE  ANALYSIS 


“  You  must  keep  pace  with  developments  in  a  tremendously  complex  society 
which,  ...  gropes  for  answers  to  challenges  its  founding  fathers  could  never  have 
conceived.” 

-  President  Lyndon  B.  Johnson,  18  September  1967 

In  the  post  Cold  War  environment,  the  threats  to  our  National  Security  have  grown  more 
complex,  dynamic,  and  uncertain.  Aggressive  and  coercive  state  and  non-state  actors  threaten 
regional  stability.  The  spread  of  dangerous  technologies  and  weapons  of  mass  destruction 
pose  an  increasing  menace  to  society  as  a  whole.  Further,  some  failed  and  failing  states  are 
creating  events  that  may  require  the  United  States  to  employ  its  national  power  to  alleviate 
suffering,  enforce  human  rights  or  halt  violence.1  These  events  significantly  challenge  the 
Intelligence  Community  (1C)  to  deal  with  a  broader  spectrum  of  potential  threats  than  during  the 
Cold  War  period. 

To  further  add  to  the  complexity  of  the  environment,  the  rapid  growth  in  information  age 
technologies  continues  its  impact.  The  Internet,  as  it  evolved  from  the  Advanced  Research 
Project  Agency  (ARPA)-net,  has  been  embraced  around  the  globe  as  a  means  of  human 
communication  via  computer.  This  new  environment  created  a  “cyber-space”  for  interaction, 
communication,  and  information.2  As  a  result,  information  age  technology  has  significantly 
compressed  the  dimensions  of  time  and  space,  while  facilitating  organizational  downsizing. 

These  strategic  trends  demand  an  Intelligence  Community  that  can  dominate  the  full 
spectrum  of  economic,  political  and  military  intelligence.  The  rapid  pace  of  growth  in  information 
age  technologies  has  caused  decisionmakers  at  all  echelons  -  tactical  to  strategic  -  to  challenge 
the  Intelligence  Community  to  become  more  responsive  and  agile  in  meeting  their  demands  for 
intelligence.  To  achieve  this  end,  the  community  must  divest  itself  of  Cold  War  analog  methods 
of  analysis  within  its  limited  hierarchical  structure.  Success  demands  a  change.  One  such 
change  is  to  embrace  a  new  method  for  analysis  that  is  collaborative  and  distributed,  and  uses 
automation  and  the  technologies  inherent  in  the  Internet  to  significantly  enhance  the  Intelligence 
Community’s  ability  to  deal  with  these  challenges  while  overcoming  the  effects  of  downsizing. 


INTELLIGENCE  ANALYSIS  -  A  DEFINITION 


Intelligence  is  the  product  that  results  from  the  collection,  processing,  exploitation, 
integration,  and  analysis  of  available  information  concerning  foreign  countries  or  areas.  This 
information  can  come  from  many  sources  that  are  both  covert  and  overt.  An  expert,  or  a  group 
of  experts,  gathers  data  or  information  to  make  informed  assessments  as  to  relevance  and 
reliability.  These  experts  then  either  consolidate  the  information  into  some  form  that  is  usable 
by  decisionmakers  or  make  informed  assessments  as  to  a  future  condition  that  will  require 
decisions.  In  fact,  most  businesses  today  perform  very  similar  tasks  to  gain  an  advantage  over 
others  that  compete  in  their  particular  endeavor.  The  business  community  now  commonly 
refers  to  this  as  business  intelligence.  The  business  community  uses  a  set  of  concepts, 
methods,  and  processes  along  with  information  from  multiple  sources.  It  then  applies 
experience  and  assumptions  to  develop  an  accurate  understanding  of  business  dynamics  and 
improve  business  decisions.  It  involves  gathering,  management,  and  analysis  of  data  to 
produce  information  that  is  then  distributed  to  people  throughout  the  organization  to  improve 
strategic  and  tactical  business  decisions. 4  Therefore,  from  a  general  perspective,  the  activities 
used  to  produce  intelligence  are  not  unique  to  the  intelligence  community  and  analyzing  other 
approaches  may  help  us  solve  similar  problems  in  the  Intelligence  Community. 

What  makes  the  United  States  Intelligence  Community  unique  from  its  business 
intelligence  counterpart  is  twofold.  First,  there  is  a  requirement  to  conduct  both  covert  and 
highly  technical  information  gathering  activities.  Any  compromise  of  these  activities  and 
capabilities  may  lead  to  an  increased  investment  in  technical  collection  to  make  up  for  the 
compromise  or  it  may  lead  to  the  complete  loss  of  the  information  or  the  source.  Worse, 
compromise  may  prove  to  be  politically  damaging  to  the  nation.  Therefore,  the  intelligence 
community  deals  with  this  problem  by  classifying  the  information  to  protect  the  ability  to  continue 
to  have  access,  to  protect  the  source  and  protect  National  Interests.  The  obvious  drawback  is 
that  classifying  information  also  limits  its  availability  to  a  select  few. 

The  second  element  that  makes  the  intelligence  community  unique  is  the  scope  of  the 
analytic  problem.  Unlike  its  business  community  counterpart  that  focuses  on  a  much  narrower 
information  set,  the  intelligence  community  performs  analysis  of  both  classified  information  and 
unclassified  information  across  multiple  disciplines  (HUMINT,  SIGINT,  PHOTOINT,  MASINT) 
and  across  multiple  domains  (political,  economic,  informational,  and  military).  Its  goal  is  to 
produce  a  perspective  on  the  current  situation  and  predict  possible  future  activities  or 
circumstances  that  facilitate  the  decisions  of  both  senior  military  and  political  leaders  alike. 
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For  the  intelligence  community,  then,  analysis  is  the  process  of  transforming  the  bits  and 
pieces  of  both  classified  and  unclassified  information  that  are  collected  by  numerous  sources 
into  something  that  is  usable  by  policy  makers  and  military  commanders.5  The  intelligence 

community  divides  intelligence  analysis  into  two  very  broad  categories  -  technical  analysis  and 
all-source  analysis. 

Technical  analysis  as  defined  by  Abram  Shulsky  is  the  body  of  “analytic  methods  that 
transform  highly  specialized  data,  totally  or  virtually  incomprehensible  to  everyone  but  a 
specialist,  into  data  that  other  intelligence  analysts  can  use.”  Examples  include  cryptanalysis  or 
code  breaking,  telemetry  analysis  or  the  study  of  missile  radio  signals,  and  photo  interpretation.6 
As  more  sophisticated  forms  of  collection  are  developed,  experts  will  form  new  methods  of 
technical  intelligence  analysis  as  well.  An  example  of  this  is  in  the  relatively  new  discipline  of 
Measurement  and  Signatures  Intelligence  (MASINT)  and  the  analysis  of  multi-spectral  imagery. 
These  specialized  forms  of  analysis  can  result  in  a  finished  intelligence  product  by  themselves 
but  more  often  are  keys  to  performing  all-source  Intelligence. 

The  term,  all-source  Intelligence”  is  used  to  describe  the  products,  organizations  and 
activities  that  incorporate  “all  sources”  of  information  including  human  intelligence,  signals 
intelligence,  imagery  intelligence,  measurement  and  signatures  intelligence,  and  open  source 
information  in  the  production  of  finished  intelligence.7  It  also  encompasses  the  political, 
economic,  and  military  information  domains  as  well.  Thus,  “all-source  analysis”  is  the  process 
used  to  produce  “all-source  intelligence.”  It  encompasses  the  myriad  of  tasks  associated  with 
gathering  of  classified  and  unclassified  information  from  multiple  echelons,  sources  and 
disciplines  and  transforming  it  into  something  that  is  usable  by  policy  makers  and  military 
commanders  to  meet  their  needs.  The  finished  intelligence  product  might  be  a  simple 
statement  of  facts,  an  evaluation  of  the  capabilities  of  another  nation’s  military  forces,  ora 
projection  of  a  likely  course  of  political  events  in  another  nation.8  This  definition  of  all-source 
analysis  is  important  because  it  implies  a  need  for  information  sharing  that  is  not  as  pervasive 
as  one  would  hope  for.  It  is  here  that  the  community  can  derive  the  greatest  benefit  from 
embracing  a  new  method  for  conducting  analysis. 

ORIGINS  OF  THE  HEIRARCHICAL  INTELLIGENCE  STRUCTURE 

The  United  States  Intelligence  Community  has  a  very  short  history,  but  has  its  roots  in  the 
beginning  of  our  Nation  where  General  George  Washington  personally  directed  the  Continental 
Army  s  intelligence  service,  running  a  number  of  highly  successful  intelligence  operations.9  In 
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tracing  the  development  of  the  intelligence  community,  it  can  be  seen  that  war  and  technological 
advancements  have  resulted  in  a  hierarchical  analytic  structure  that  supports  the  unique  needs 
of  decisionmakers  at  every  echelon. 

The  First  Intelligence  Analysis  organizations 

In  the  nineteenth  century,  analysis  was  highly  centralized.  It  was  predominantly 
conducted  in  the  mind  of  the  Military  Commander.  Scouts  and  other  sources  reported  directly  to 
the  commander  who  performed  his  own  assessment  of  the  situation.  This  changed  as 
information  gathering  capabilities  grew  more  complex  and  the  volume  of  information  expanded. 
Agents,  scouts,  and  cavalry  units  brought  increasing  amounts  of  information  that  needed  to  be 
filtered,  sorted  and  assessed.  New  technologies  such  as  the  telegraph  and  telephone  not  only 
dramatically  changed  the  nature  of  communications,  they  also  added  to  the  complexity  of  the 
information  environment  and  thus  the  analytic  problem.  Up  until  then,  couriers,  postal  services, 
and  diplomatic  bags  represented  the  major  means  of  communications  although  visual  signals 
such  as  semaphore  flags,  or  heliograph  mirrors  were  used  as  well.10  With  the  increases  in 
information  brought  about  by  new  technology  and  added  capabilities,  intelligence  analysis 
organizations  developed  that  were  small,  ad  hoc  and  predominantly  limited  to  Military 
Intelligence  activities.  During  the  Civil  War,  for  example,  the  Army  of  the  Potomac  established 
the  Bureau  of  Information  to  collate  reports  sent  back  from  agents,  scouts,  and  cavalry  patrols 
with  information  from  prisoners,  and  deserters.  New  technologies  such  as  observation  balloons 
and  new  techniques  such  as  tapping  of  telegraph  lines  were  used  as  well11 

By  the  1880’s,  urbanization,  industrialization  and  technological  advances  had  a  dramatic 
impact  on  the  way  people  lived,  and  with  it,  set  the  stage  for  the  way  in  which  intelligence  would 
be  organized  and  how  analysis  would  be  performed.12  This  period  of  change  resulted  in  the  first 
permanent  intelligence  organizations  devoted  to  the  management  of  collection  activities  and 
analysis  of  collected  information.  The  Office  of  Naval  Intelligence  was  born  in  1881  to  “collect 
and  record  such  naval  information  as  may  be  useful  to  the  department  in  wartime  as  well  as  in 
peace.”13  The  Military  Information  Division  of  the  Adjutant  General  in  1885  was  established  to 
collect  “military  data  on  our  own  and  foreign  services  which  would  be  available  for  use  by  the 
War  Department  and  the  Army  at  large.”14  As  the  fledgling  beginnings  of  the  hierarchical 
intelligence  structure  began  to  take  shape,  new  technologies  continued  to  appear.  In  1881, 
Marconi’s  wireless  communications  as  well  as  the  Wright  Brother’s  first  flight  set  the 
technological  pre-conditions  for  the  future  of  intelligence  analysis  organizations.  It  was  these 
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technologies  and  the  outbreak  of  the  Great  War  that  saw  the  biggest  expansion  in  the  need  for 
additional  technical,  and  all-source  analytic  organizations  to  handle  the  expanding  information 
environment. 

World  War  I 

America’s  entry  into  WWI  established  a  need  for  fused  all-source  intelligence.  The  re¬ 
establishment  of  the  Military  Intelligence  Section  of  the  War  Department  General  Staff  satisfied 
it  and  added  to  the  structure  of  intelligence.  This  organization  was  originally  established 
following  the  Spanish  American  War  but  was  dissolved  in  the  post  war  reductions  that 
followed.15 

Technological  advancements  in  Marconi’s  wireless  communications  and  Russian  success 
in  communications  intelligence  (COMINT)  brought  about  the  development  of  a  specialized 
cryptanalysis  element  known  as  MI-8  as  a  sub-section  to  the  War  Department’s  Military 
Intelligence  Section.16  This  brought  into  existence  the  first  COMINT  capability  in  the  United 
States  Army.  Intelligence  also  capitalized  on  the  Wright  Brother’s  air  exploits  to  provide  both 
visual  and  photographic  coverage  of  enemy  positions.  Photo  analysis  as  a  discipline  was  thus 
born  and  added  to  the  military  structure.17  The  Army  also  collected  human  intelligence 
(HUMINT)  through  both  traditional  and  non-traditional  (covert)  means.18  Advancements  in 
technology  and  World  War  brought  about  the  existence  of  the  intelligence  disciplines  as  well  as 
the  beginnings  of  the  technical  analysis  that  we  have  today. 

World  War  II 

By  the  mid-twentieth  century,  the  United  States  Intelligence  Community  began  to  add 
structure  to  the  hierarchy  to  achieve  a  national  level  assessment.  World  War  II  and  the  need  for 
national  level  information  led  to  the  expansion  of  intelligence  capabilities  beyond  the  small  and 
compartmented  Defense  (Naval  and  Army)  Intelligence  Community.19  In  1941,  the  Coordinator 
of  Information  was  established  which  later  became  the  Office  of  Strategic  Services  (OSS)  in 
1942.20  With  the  establishment  of  this  office,  the  national  intelligence  community  and  an 
associated  intelligence  analytic  capability  was  born.  As  the  scope  and  complexity  of  the 
information  environment  grew,  the  OSS  grew  as  well.  It  rapidly  became  a  sophisticated 
research  and  analysis  organization,  providing  strategically  relevant  military,  atomic  research, 
and  weapons  information,  as  well  as  providing  intelligence  collection  in  support  of  Allied 
troops.21 
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The  Cold  War 


With  the  end  of  World  War  II,  and  the  onset  of  the  Cold  War,  more  changes  occurred  in 
the  development  of  the  modern  intelligence  analytic  community.  The  Cold  War  was  a  war  of 
ideology  that  the  United  States  and  its  Allies  fought  ferociously  in  the  intelligence  domain.  The 
fact  that  the  Soviet  Union  and  its  “Iron  Curtain”  was  largely  a  closed  target,  forced  the  U.S.  to 
resort  to  a  variety  of  largely  remote  technical  systems  to  collect  required  intelligence  and  access 
Soviet  capabilities.22  As  a  result,  the  intelligence  community  formed  new  technical  analysis 
organizations  to  capitalize  on  new  technologies  and  the  expanding  need  for  information  about 
the  Cold  War  threat.  With  this  expansion  came  the  problem  of  coordinating  a  common  position 
among  the  various  intelligence  organizations.  Conflicting  information  and  assessments  from  the 
various  stove-piped  intelligence  organizations  demanded  a  mechanism  for  supporting  the 
national  level  with  an  all-source  assessment  of  the  political,  economic,  and  military  information 
associated  with  the  Cold  War  threats. 

The  National  Security  Act  of  1 947  brought  about  the  most  dramatic  change  to  the 
Intelligence  Community  as  it  provided  a  legal  basis  for  its  existence,  and  formed  the  Central 
Intelligence  Agency,  to  coordinate  and  evaluate  the  intelligence  produced  by  other  departments 
(such  as  the  Department  of  Defense)  in  a  single  unified  assessment.23 

The  Intelligence  Community  of  Today 

Today’s  Intelligence  Community  grew  out  of  the  Cold  War  into  a  complex  group  of 
organizations  predominately  designed  to  support  the  hierarchical  decisionmaking  structure  of 
the  government 24  It  includes  the  Central  Intelligence  Agency  (CIA),  the  Department  of  Defense 
intelligence  organizations  that  support  the  national  level  (the  National  Security  Agency,  the 
National  Reconnaissance  Office,  and  the  National  Imagery  and  Mapping  Agency),  the  service 
Intelligence  organizations  and  those  elements  supporting  the  intelligence  components  of  the 
unified  commands.  Finally,  the  community  includes  the  Departmental  intelligence  organizations 
made  up  of  the  Defense  Intelligence  Agency,  the  Department  of  State’s  Bureau  of  Intelligence 
and  Research,  the  Department  of  Energy,  the  Department  of  the  Treasury  and  the  Federal 
Bureau  of  Investigation. 

As  the  previous  history  suggests,  the  community  was  formed  out  of  necessity  not 
planning.  War  and  technological  advancements  were  the  catalysts,  rather  than  efficiency.  The 
Community’s  general  organization  resulted  from  two  specific  needs.  One  was  to  support  the 
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hierarchical  decisionmaking  structure  within  the  government.  The  other  was  to  provide  the 
analysis  of  the  information  derived  from  technical  or  unique  sources.  For  example,  the  CIA’s 
analytic  efforts  support  the  President,  the  State  Department’s  Bureau  of  Intelligence  and 
Research  supports  the  Secretary  of  State,  the  Defense  Intelligence  Agency  supports  the 
Department  of  Defense’s  unique  military  information  needs,  and  the  field  commander  is 
supported  by  the  service  intelligence  organizations. 

Organizations  such  as  NSA  and  NIMA,  on  the  other  hand,  perform  technical  analysis  and 
support  the  development  of  finished  intelligence  by  the  rest  of  the  community.  Although  much 
information  sharing  exists  today,  the  community  can  still  be  described  as  a  group  of  stovepiped 
information  channels  that  are  divided  by  intelligence  discipline  (SIGINT,  IMINT,  HUMINT, 
MASINT)  and  further  divided  by  level  within  the  hierarchy  (Strategic,  Operational,  and  Tactical), 
some  with  overlapping  functions. 

At  the  national  level,  for  example,  the  CIA’s  Directorate  of  Intelligence,  the  State 
Department’s  Bureau  of  Intelligence  and  Research,  and  the  Defense  Intelligence  Agency 
perform  all-source  analysis  and  have  functions  that  overlap.  They  have  access  to  the  full  range 
of  collected  intelligence  and  each  works  virtually  on  the  same  issues. 25  Although  narrower  in 
scope  to  geographic  areas  of  responsibility,  the  military  intelligence  capabilities  of  the  services 
and  the  supported  Commanders  in  Chief  (CINCs)  also  have  functions  that  overlap  as  well. 

Why  a  Redundant  Analytical  Structure? 

It  is  easy  to  see  why  we  have  specific  analytic  organizations  that  perform  technical 
analysis  on  the  various  types  of  collection  (imagery,  signals,  espionage).  The  technical  nature 
of  the  information  demands  analysts  with  unique  skills  to  transform  the  collected  information  into 
a  usable  product.  It  is  less  obvious  why  we  need  to  have  a  redundant  all-source  analytic 
structure.  The  reasons  for  creating  the  agencies  and  organizations  that  perform  all-source 
analysis  with  functions  that  appear  to  overlap,  even  though  each  works  on  virtually  the  same 
issues,  are  consumer  needs  and  the  idea  of  competitive  analysis.26 

First,  senior  leaders/policy  makers  (the  President,  the  Secretary  of  Defense,  the  Secretary 
of  State,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  as  well  as  the  CINCs  and  subordinate 
commanders)  have  very  different  intelligence  needs.  Even  when  working  on  the  same  issue, 
each  one  has  different  responsibilities  that  require  different  information.  All,  however,  require 
some  measure  of  political,  economic,  and  military  information  but  at  a  different  fidelity  and 
scope.  Thus,  the  U.S.  developed  analytical  centers  to  serve  these  unique  needs.  Admittedly, 
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27 

each  desires  an  assured  stream  of  intelligence  dedicated  to  those  needs.  The  basic 
requirement  is  to  have  sufficient  intelligence  resources  to  provide  tailored  products  that  meet  the 
needs  of  the  decisionmakers. 

A  second  reason  for  developing  multiple  organizations  with  overlapping  functions  deals 
with  the  idea  of  competitive  analysis.  The  fundamental  concept  is  to  have  several  agencies, 
with  differing  backgrounds  and  views,  perform  analysis  on  an  issue  to  gain  a  greater  depth  of 
appreciation  of  the  problem’s  many  facets.  The  unique  expertise  of  those  involved  allows  for  a 
more  varied  approach  and  multiple  points  of  view  to  be  considered.  Thus,  the  group  tends  to 
eliminate  parochial  views  and  achieves  a  closer  “proximate  reality”  of  the  analyzed  situation.  It 
also  appears  to  be  an  effective  antidote  to  “group  think.” 

Clearly,  senior  leaders  throughout  the  hierarchy  have  specific  information  needs  that  are 
unique  to  their  decisionmaking.  Thus,  each  requires  access  to  experts  that  have  knowledge  of 
their  requirements  and  can  construct  tailored  products  to  support  their  information  needs.  The 
problem  with  the  recent  efforts  to  downsize  and  centralize  analysis  is  that  there  are  fewer  and 
fewer  resources  available  to  meet  the  expanding  information  needs  of  the  dynamic  and  fluid 
environment.  Competition  for  resources,  the  hierarchical  need  for  experienced  analysts  familiar 
with  the  each  organization’s  information  requirements,  and  the  competitive  analytic  approach 
demand  that  each  level  have  equivalent  if  not  the  same  analytic  capability.  This  hierarchical 
structure  with  its  stove  piped  information  flow  means  that  the  intelligence  community  has  a 
reduced  ability  to  leverage  the  analytic  capabilities  of  the  entire  nation  and  is  risking  its  ability  to 
compete  in  the  post  cold  war  information  age  environment. 

THE  CHALLENGES  IN  TODAY’S  INFORMATION  AGE  ENVIRONMENT 

In  this  post-Cold  War  environment,  four  emerging  trends  further  complicate  the 
intelligence  analytic  challenge.  These  trends  include  the  expansion  of  the  subject  matter  from  a 
Soviet  centric  model,  the  growth  of  information  technologies,  the  lack  of  governmental  support 
for  intelligence  at  any  cost29  and  the  compression  of  strategic  and  tactical  information  domains. 

Expansion  of  the  Subject  Matter 

During  the  Cold  War,  the  threat  was  somewhat  clearer  and  more  distinct.  The  single 
strategic  threat  from  the  Soviet  Union  provided  a  remarkably  stable  intelligence  target.30  This 
stable  target  gave  sharp  focus  for  both  collection  and  analysis.  The  fall  of  the  Soviet  Union  has 
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changed  those  conditions.  The  problem  faced  by  intelligence  analysts  is  significantly  more 
diverse,  and  broader  in  scope,  making  all-source  analysis  more  important  and  relevant. 

Today  the  threats  to  US  interests  involve  ethnic,  religious,  and  economic  threats  that 
include  more  than  one  country  or  issue.  Grappling  with  them  requires  a  broad  array  of  expertise 
that  is  seldom  found  in  one  place.  US  military  deployments  to  Bosnia,  Haiti,  Somalia,  and  other 
areas  where  the  US  military  has  little  or  no  previous  knowledge  or  experience  underline  the 
need  for  global  analytic  coverage.31  Yet,  even  today,  poor  communications  and  coordination 
exists  between  the  intelligence  services  and  the  executive  departments.32  For  example,  while 
the  U.S.  Army,  as  the  Department  of  Defense  executive  agent,  is  charged  with  producing 
scientific,  technical,  and  general  military  intelligence  on  foreign  ground  forces,  this  material  has 
limited  circulation  in  the  national  community.33 

Growth  of  Information  Technologies 

In  addition  to  the  complexity  associated  with  an  expanding  array  of  threats,  the  changes  in 
information  technologies  have  also  compounded  the  analytic  problem.  The  huge  growth  in 
information  technologies  and  reduction  in  cost  means  that  more  information  is  readily  available 
and  can  be  had  faster  than  ever  before.  As  John  Gannon,  Chairman  of  the  National  Intelligence 
Council  points  out,  “Information  abounds.  A  lot  of  open  source  material  is  relevant  to  our 
needs.  Everybody  is  better  informed.  Intelligence  requirements,  as  a  result,  tend  to  be  sharper 
and  more  time  sensitive.  Everything  moves  faster.”34  The  resulting  compression  of  time  and 
space  has  forced  decisionmakers  to  demand  finished  intelligence  more  rapidly  than  ever  before. 

This  growth  in  information  technologies  is  a  two  edged  sword.  On  the  one  hand,  it 
demands  increased  technical  capability  to  collect  and  analyze  the  myriad  new  sources  for 
intelligence.  On  the  other,  it  demands  that  the  Intelligence  Community  keep  pace  with  new 
technological  advancements  so  that  it  does  not  lose  its  competitive  advantage  to  a  potential 
threat. 

The  Lack  of  Governmental  Support  for  Intelligence  at  Any  Cost 

In  this  post-Cold  War  environment,  the  change  in  domestic  politics  calls  for  a  more  cost 
effective  approach  to  intelligence  than  in  the  past.  During  the  Cold  War,  the  closed  nature  of 
the  Soviet  society,  and  the  dual  threats  of  communist  imperialism  and  Soviet  strategic  nuclear 
weapons,  justified  the  size  of  the  intelligence  budget.  In  fact,  it  was  easy  to  justify  expansion. 
With  the  demise  of  the  Soviet  Union,  not  only  did  the  arguments  for  spending  more  die  with  it, 
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the  current  budget  has  come  under  increasing  scrutiny  as  well.  The  government  is  no  longer 
supportive  of  the  idea  of  “intelligence  at  any  cost.”  As  a  result,  Congress  has  charged  the 
community  to  find  ways  to  share  resources,  be  more  efficient  and  effective,  reduce  overhead, 
and  to  downsize35 

The  Compression  of  Strategic  and  Tactical  Information  Domains 

Finally,  the  post-Cold  War  environment  finds  the  United  States  increasingly  involved  in 
Operations  other  than  War  (OOTW)  that  blur  the  traditional  strategic,  operational  and  tactical 
intelligence  boundaries  that  have  previously  defined  relationships  between  intelligence 
organizations.  An  example  is  in  Operation  Joint  Endeavor  (Bosnia).  Military  Intelligence 
personnel  supporting  the  consumers  at  the  tactical  level,  in  order  to  be  effective  in  analyzing 
intentions  and  conducting  predictive  analysis,  had  to  understand  the  objectives  underlying  the 
conflict  and  project  how  the  factions  would  continue  to  seek  “victory”  using  non-military 
strategies.  This  required  an  understanding  of  the  political  objectives  of  the  belligerents,  a 
domain  in  which  military  intelligence  professionals  at  the  tactical  level  have  little  experience  and 
training. 36 

This  blurring  of  the  intelligence  boundaries  calls  for  greater  transparency  within  the 
community  that  facilitates  the  free  flow  of  information.  The  fact  that  an  act  by  a  single  American 
soldier  in  a  foreign  country  can  now  have  strategic  implications  indicates  that  there  must  be 
greater  interaction  and  collaboration  between  echelons. 

Ultimately,  the  purpose  of  analysis  is  to  minimize  uncertainty,  make  sense  of  complex 
issues,  and  call  attention  to  emerging  problems  or  threats.37  Given  recent  trends  in  the  post- 
Cold  War  environment,  we  cannot  rely  on  the  centralized  hierarchical  approaches  of  the  past  to 
achieve  these  ends.  In  this  information  age,  rather  than  reorganizing  and  further  centralizing 
functions  to  facilitate  information  sharing  and  collaboration,  we  can  mitigate  the  effects  of  time 
and  space  compression,  reductions  of  personnel,  expansion  of  the  global  information 
environment,  and  achieve  synergy  by  bringing  these  distributed  nodes  of  analysis  together  into 
a  virtual  network  of  analytic  power. 

BUSINESS  SOLUTIONS  TO  ANALYSIS 

An  example  of  this  approach  can  be  found  in  the  automated  business  community  concept 
known  as  a  Cooperative  Distributed  Problem  solving  system  (CDPS).  CDPS  is  a  distributed 
network  of  semi-autonomous  processing  nodes  that  work  together  to  solve  a  set  of  inter-related 
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problems.  Each  node  is  a  sophisticated  problem-solving  system  that  can  modify  its  behavior  as 
circumstances  change,  and  can  plan  its  own  communications  and  cooperation  strategies  with 
other  nodes  as  the  situation  dictates.38  The  idea  behind  the  CDPS  approach  is  that  there  is  an 
advantage  to  distributing  the  problem  solving  process.39  Rather  than  the  linear  process  of 
collecting,  processing,  analyzing,  and  disseminating  intelligence,  as  in  our  current  intelligence 
analysis  model,  CDPS  holds  that  the  solution  to  the  overall  problem  can  be  distributed.  It 
divides  the  solution  of  the  analytic  problem  into  subsets  that  relate  to  the  whole.  Thus,  many 
problems  related  to  the  broader  problem  set  can  be  solved  simultaneously.  It,  therefore, 
improves  the  speed  with  which  the  problem  is  solved,  since  parallel  activities  occur 
simultaneously. 

It  also  mitigates  considerations  of  bounded  rationality,  a  principle  of  human  reasoning 
formulated  by  Herbert  Simon  (1 957)  that  states  that  the  capacity  of  the  human  mind  for 
formulating  and  solving  complex  problems  is  small  compared  with  the  size  of  the  problems  that 
need  to  be  solved  for  objectively  rational  behavior  in  the  world.  Put  simply,  real  problems  are 
simply  too  big  for  a  single  program  or  single  thread  of  control  to  solve.  A  single  intelligence 
organization,  for  example,  cannot  possibly  meet  all  of  the  information  requirements  of  the  entire 
Intelligence  Community.  There  are  too  many  different  kinds  of  knowledge  that  need  to  be 
applied  and  too  many  different  decisions  that  need  to  be  made  too  quickly  to  accomplish 
complex  problem  solving  in  a  centralized  manner.40  The  expanded  scope  of  the  intelligence 
problem,  the  rapid  growth  in  technology,  the  compression  of  the  Strategic  to  Tactical  information 
domains  and  governmental  demands  for  improved  efficiency,  all  argue  that  the  Intelligence 
Community  must  be  more  distributed,  networked  and  collaborative.  This  approach  requires 
more  transparency  between  organizations,  rather  than  centralization  of  functions  and  control. 
Centralization  and  linear  processes  cannot  achieve  the  efficiencies  that  are  needed  to  satisfy 
simultaneously  the  unique  needs  of  the  entire  Intelligence  Community  at  the  appropriate  fidelity 
and  scope. 

Virtual  Workspace 

Another  trend  in  the  business  community  that  can  facilitate  the  idea  of  CDPS  is  virtual 
workspaces.  More  and  more  large  corporations  are  taking  advantage  of  telecommuting  and 
virtual  office  techniques  that  convert  the  centralized,  rigid,  hierarchical  office  workspaces  into 
flexible  interactive  office  environments  characteristic  of  a  virtual  organization.  Organizations 
that  have  employed  this  idea  have  increased  productivity,  lowered  costs,  and  bolstered 
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employee  satisfaction.  These  models  of  organizational  structure  take  advantage  of  the  flexibility 
offered  by  information  age  technology.  They  allow  rapid  teaming  of  groups  in  order  to  meet 
specific  organizational  needs  and  compensate  for  the  rigid  centralized  hierarchical  structures  of 
the  past  without  physical  reorganization.  The  flexible,  virtualized  organizations  benefit  by  their 
ability  to  physically  locate  closer  to  customers  and  tie  into  customer  needs,  while  achieving 
greater  efficiency  in  employing  corporate  intellectual  assets.  This  method  significantly  improves 
the  ability  to  leverage  the  specialized  knowledge  within  and  across  organizational  boundaries 
without  physical  collocation  or  centralization.41 

With  the  advent  of  the  Internet,  new  technologies  abound  that  facilitate  collaboration 
between  distributed  elements  in  these  virtual  organizations.  Today,  software  is  available  that 
provides  a  unique  collaborative  computing  environment  that  mimics  an  office  environment.  The 
computer  becomes  a  virtual  space  where  applications,  documents,  and  people  are  directly 
accessible  by  people  in  virtual  rooms,  floors,  and  buildings  no  matter  where  they  physically 
reside.  For  the  user,  each  room  provides  a  place  to  communicate  and  share  information  no 
matter  what  the  form.  In  other  words,  people  can  gather  in  “rooms”  to  talk,  using  desktop 
audio/video  conferencing.  They  can  share  text,  data,  and  information  and  collaborate  using 
shared  whiteboards,  facilitated  by  the  “John  Madden  Pen”  capability  that  has  become  popular  in 
assisting  T.V.  viewers’  understanding  during  replays  on  Monday  Night  Football.  URLs,  notes 
and  other  documents  or  data  can  be  shared  via  the  users’  local  applications  (word  processors 
and  graphics  programs,  etc).  These  technologies  can  now  serve  to  eliminate  the  physical 
boundaries  inherent  in  industrial  age  institutions,  but  it  requires  leadership  to  overcome  the 
cultural  boundaries  required  to  make  the  shift  to  a  new  way  of  doing  business. 


LESSONS  FROM  THE  TACTICAL  FORCE  -  TRANSFORMATION  OF  ARMY  INTELLIGENCE 

An  example,  which  may  be  helpful  in  understanding  the  application  of  these  business 
practices,  can  be  found  in  the  Army’s  efforts  to  digitize  the  force.  Recently,  the  Army  embarked 
upon  a  campaign  to  transform  itself  into  a  force  that  is  capable  of  dominating  across  the  entire 
spectrum  of  operations  from  peacetime  engagement  activities,  deterrence  and,  if  required,  to  full 
scale  war.  42  Fundamental  to  the  transformation  strategy  is  the  requirement  for  enhanced 
situational  awareness  to  mitigate  the  impacts  of  making  the  force  lighter  and  more  deployable. 
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The  increased  speed  and  pace  of  maneuver  have  created  an  environment  where  commanders 
must  see  farther  and  think  faster  with  ever  increasing  precision.  This  situation  is  not  much 
different  than  that  faced  by  the  broader  Intelligence  Community.  Technology  has  added  to  this 
challenge  by  providing  a  wealth  of  information,  not  all  of  which  is  relevant.43 

Joint  Vision  2010  defines  the  challenge  to  the  Military  Intelligence  Community  of  the 
future.  It  must  be  capable  of  providing  complete  situational  understanding,  battlespace 
visualization,  and  information  superiority  through  collaborative,  interactive,  integrated,  and 
interoperable  intelligence  databases  and  networks.44  In  other  words,  to  leverage  the  idea  of 
cooperative  distributed  problem  solving,  using  a  virtual  workspace  in  a  networked  environment. 
Army  Intelligence  took  its  first  step  towards  this  goal  during  the  Division-level  Advanced  War 
Fighting  Experiment  (AWE)  conducted  at  Fort  Hood,  Texas  in  1997. 

Much  like  the  larger  national  Intelligence  Community,  the  Army  intelligence  community  is 
hierarchical.  Each  headquarters  has  an  analytic  element  devoted  to  the  analysis  of  information. 
The  reasons  for  the  redundant  and  overlapping  capabilities  are  the  same  as  those  of  the 
national  community.  The  intelligence  needs  at  each  echelon  of  command  are  unique  and  must 
be  tailored  to  meet  the  decisionmakers’  requirements.  Additionally,  each  echelon  has  its  own 
dedicated  collection  capabilities  that  demand  an  independent  analytic  capability. 

The  AWE  fundamentally  changed  the  way  that  intelligence  was  produced  within  the  Army. 
In  the  past,  each  echelon  would  receive  reports  from  its  organic  collection  capabilities,  process 
and  analyze  this  information  into  both  a  current  assessment  of  the  situation  and  an  assessment 
of  future  threat  activities  independent  of  the  analysis  conducted  by  others  throughout  the 
hierarchy.  The  major  limiting  factor  to  distributing  analysis  and  collaborating  on  results  was 
communications.  Since  analysts  at  the  higher  headquarters  could  not  share  data  or  analysis 
between  echelons  in  a  timely  fashion,  the  resulting  assessments  were  often  irrelevant  to 
subordinate  commander’s  information  needs.  Conversely,  communications  limitations  also 
constrained  the  timeliness  of  reporting  from  subordinate  units.  This  meant  that  higher  echelons 
of  command  had  to  re-analyze  the  reported  information  to  assess  the  impact  of  activities  that 
had  transpired  since  the  time  of  the  original  report.  Thus,  intelligence  assessments  at  every 
echelon  were  complicated  by  having  to  re-evaluate  outdated  information  in  order  to  understand 
the  current  situation,  and  build  assumptions  about  the  future.  In  essence,  the  inability  to  share 
information  and  analysis  in  real  time  meant  that  every  echelon  in  the  hierarchy  defaulted  to 
performing  analysis  locally  to  meet  the  supported  headquarters’  information  needs,  often 
disregarding  the  assessments  of  subordinate  and  higher  commands. 


13 


The  AWE  introduced  the  Army  to  the  Internet,  which  significantly  changed  the  way  that 
intelligence  was  performed.  With  the  added  improvements  in  communications,  there  was  an 
idea  that  reorganization  of  the  intelligence  structure  into  a  more  centralized  structure  could  be 
more  efficient.  Some  believed  that  it  would  be  possible  to  consolidate  and  perhaps  reduce 
intelligence  resources  in  order  to  provide  an  all-source  analytic  product  that  supported  all 
subordinate  echelons  of  command.  Through  numerous  training  exercises,  the  leadership 
determined  that  this  solution  was  not  practical.  No  single  processor  or  analytic  organization  had 
the  capacity  to  analyze  every  bit  of  data,  and  report  from  every  collector,  sensor,  and  analyst  on 
the  battlefield  to  provide  tailored  products  that  would  support  the  needs  of  all  subordinate  and 
supporting  headquarters  and  commanders’  unique  information  needs.  The  management  of  the 
task  was  overwhelming.  Even  with  the  improved  capacity,  the  existing  tactical  communications 
precluded  sending  every  report  to  a  central  location  without  a  serious  backlog.  Even  if  we  could 
get  the  information  to  a  central  location,  the  ability  of  analysts  to  rapidly  sift  through  the  volumes 
of  data  and  produce  a  relevant  picture  and  assessment  for  the  myriad  of  different  consumers 
was  an  insurmountable  task  for  a  single  organization.  The  risk  of  a  single  point  of  failure  was 
also  a  practical  reality  that  was  not  worth  taking.  Finally,  commanders  were  concerned  about 
losing  their  dedicated  intelligence  support  and  the  intelligence  team  was  concerned  about  losing 
the  close  relationship  that  had  been  fostered  that  assists  in  assuring  that  the  right  information  is 
developed  to  meet  the  commands  needs.  In  the  final  analysis,  it  was  determined  that  a 
sufficient  number  of  analysts  must  work  directly  for  the  consumer  (the  commander)  and  be 
habitually  associated  with  the  organization  on  a  permanent  basis  to  understand  the  consumer’s 
information  requirements.  Since,  the  total  number  of  personnel  in  each  subordinate 
organization  was  never  enough  to  meet  the  requirements,  a  solution  that  proved  effective  was 
to  adopt  the  principles  in  a  networked  CDPS  approach.45 

By  adding  the  automated  collaborative  tools  at  every  headquarters  and  capitalizing  on 
Internet  technologies,  the  organization  was  able  to  circumvent  the  hierarchical  military  structure 
and  achieve  a  cooperative  distributed  analytic  structure.  This  allowed  the  analytic  teams 
assigned  to  the  subordinate  commands  to  be  immediately  responsive  with  tailored  analytic 
products  to  support  their  command  while  simultaneously  supporting  the  solution  of  the  broader 
analytic  problems  of  the  higher  and  adjacent  commands.  Additionally,  their  analytic  products 
benefited  from  the  interaction  with  other  analysts  outside  of  the  organization  since  it  provided  a 
broader  context  on  which  they  could  base  their  assumptions.  Using  the  CDPS  model,  the  tasks 
associated  with  the  analysis  of  information  in  each  of  the  subordinate  commands  was  directly 
related  to  the  broader  problem  set  of  the  higher  and  adjacent  commands.  Each  analytic  node 
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remained  apprised  of  the  current  assessment  and  participated  in  the  future  assessment  by 
analyzing  internally  derived  information  and  collaborating  in  near  real  time  on  the  result.  Thus, 
synergy  was  achieved  by  bringing  together  these  distributed  nodes  of  analytic  capability.  The 
Assistant  Division  Commander  for  Maneuver  (ADCM)  for  the  4th  Infantry  Division  dubbed  this 
concept  the  Virtual  Analytic  Control  Element  or  Virtual  ACE  concept. 

Virtual  Analytic  Control  Element  (ACE) 

The  Virtual  ACE  concept  recognizes  that  the  subordinate  analytic  elements  of  each 
headquarters  in  the  architecture  are  producers  of  intelligence  and  are  therefore  nodal 
extensions  of  the  larger  intelligence  community.  The  senior  Intelligence  Officer  in  the  4th 
Infantry  Division,  had  no  direct  authority  over  subordinate  intelligence  elements  within  the 
hierarchy  and  therefore  was  limited  to  a  supervisory  responsibility  for  the  process.  It  took 
command  influence  from  the  decisionmaker  to  implement  the  concept  successfully.  While  this 
appears  to  be  a  centralized  approach,  a  subtle  differentiation  exists.  The  authority  for 
decisionmaking  remained  centralized,  while  the  execution  of  the  analytic  process  remained 
distributed  and  collaborative. 

Each  intelligence  team  was  required  to  task  its  assets,  process  sensor  data  and  collect 
reports  from  organic  assets  as  they  normally  do.  In  addition  to  providing  tailored  intelligence 
products  to  their  supported  headquarters,  they  were  required  to  share  the  results  of  their 
analysis  with  the  rest  of  the  networked  community.  Thus,  each  element  produced  a  detailed 
assessment  of  its  Area  of  Intelligence  Responsibility  (AOIR).  The  Internet  and  supporting 
software  allowed  a  means  to  share  the  results  of  analysis  in  near-real-time  (NRT)  and  not 
simply  pass  the  data  to  be  re-analyzed  by  the  next  higher  Headquarters  and  visa  versa.  The 
ability  to  share  analyzed  information  in  NRT  and  to  collaborate  on  the  analysis  with  others 
allowed  the  entire  network  to  compare  the  results  of  analysis  and  come  to  consensus  on  the 
assessment  very  rapidly.  This  collaborative  approach  kept  the  entire  network  apprised  of  the 
current  assessment  and  provided  a  means  to  resolve  discrepancies  between  echelons  using 
the  underlying  data,  if  required.  Of  course,  if  any  headquarters  needed  the  underlying  data,  it 
was  available  on  the  network  in  distributed  databases  and  could  be  automatically  “pushed”  or 
“pulled”  by  any  analyst  and  used  in  making  their  assessments  locally  if  required.  Generally, 
however,  the  requirement  for  timely  assessments  of  the  enemy  situation  demanded  that 
analysts  collaborate  on  the  situation  as  they  saw  it  and  not  the  supporting  data.  The  supporting 
Internet  technology  allowed  analysts  to  simply  take  the  situation  as  seen  by  the  subordinate 
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units  and  incorporate  it  into  their  assessments  to  form  a  consolidated  assessment  of  the  current 
situation  in  near  real  time.  (See  Figure  1) 


The  virtual  ACE  concept  formed  all  elements  of  the  4th  Infantry  Division’s  intelligence 
community  into  a  near  real  time  collaborative  working  group  that  solved  the  larger  problem  of 
analyzing  the  current  situation  for  the  community  while  retaining  the  ability  to  satisfy  the  specific 
requirements  of  the  supported  command.  It  embraced  the  idea  that  those  closest  to  the 
problem  are  probably  the  ones  with  the  most  insight  into  the  issue.  It  also  recognized  that  the 
alternative  views  of  other  analysts  in  the  architecture  were  valuable  in  assessing  the  situation 
and  defining  alternative  possibilities.  The  collaborative  tools  allowed  everyone  to  achieve  a 
broader  understanding  of  the  situation  and  allowed  the  entire  organization  to  capitalize  on  the 
intellectual  capabilities  of  the  organization  as  a  whole,  not  just  those  supporting  a  single  echelon 
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of  command.  This  process  required  a  significant  cultural  change  to  motivate  the  personnel  to 
conduct  collaborative  analysis  and  included  two  major  challenges  that  took  time  and  significant 
leadership  to  overcome.  The  first  was  an  issue  of  trust  and  the  second  was  the  competition 
between  analytic  elements. 

The  organization’s  culture  of  distrust  for  subordinate  analytic  expertise  was  the  result  of 
experience,  and  the  lack  of  modern  technology.  Previously,  information  that  passed  from 
higher-to-lower  and  visa  versa  was  out  of  date.  Analysts  at  each  headquarters  grew  to  lack 
faith  in  the  analytic  expertise  of  those  that  were  reporting  since  each  viewed  their  problems  from 
a  parochial  perspective.  When  the  organization  changed  its  methods,  analysts  had  to  work  in  a 
collaborative  manner.  As  a  result,  analysts,  over  time  began  to  trust  the  information  that  they 
shared  and  the  analytic  capabilities  of  the  individuals  involved. 

Even  within  the  tactical  force,  each  level  of  command  wanted  to  demonstrate  their 
competency  by  being  the  first  to  “make  the  call”  on  what  was  happening  and  what  would 
happen.  The  virtual  environment  and  collaborative  approach  to  analysis  allowed  the  analysts  to 
share  equally  in  the  analytic  task  and  the  credit.  Thus,  the  process  allowed  them  to  come  closer 
to  a  consensus  on  what  the  assessment  would  be.  Analysts  usually  worked  out  their 
differences  of  opinion  by  evaluating  the  details  that  led  to  the  judgments.  When  analysts  could 
not  agree,  the  senior  analyst  would  make  a  final  decision  on  the  assessment  and 
disagreements  identified  as  alternative  views. 

DISTRIBUTED  COLLABORATIVE  ANALYSIS  -  A  NEW  APPROACH  FOR  THE  COMMUNITY 

The  National  Intelligence  Community  finds  itself  in  much  the  same  situation  as  the  tactical 
intelligence  community  found  itself  before  the  AWE,  and  in  which  Lockheed  Martin  found  itself  in 
the  1990s.  It  remains  a  hierarchical  structure  contending  with  an  environment  characterized  by 
ambiguous  and  constantly  changing  threats.  The  rapid  pace  of  growth  in  information 
technologies  has  caused  decisionmakers  at  all  echelons  to  demand  that  the  community  become 
more  responsive  and  agile  in  meeting  their  demands  for  intelligence.  As  was  noted  in  the 
National  Performance  Review  of  1993,  “the  end  of  the  Cold  War  and  pressing  domestic  issues 
have  created  a  strong  mandate  for  changing  the  degree  in  which  elements  of  the  Intelligence 
Community  must  act  as  a  team.” 46 

Some  in  the  Intelligence  Community  are  making  good  use  of  many  of  the  virtual  office 
tools,  because  of  the  existence  and  improvement  in  Intelink  in  its  various  forms.  For  the  most 
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part,  however,  the  community  has  chosen  to  concentrate  on  providing  more  products  as 
opposed  to  developing  an  environment  for  rapid  teaming  and  near  real  time  collaboration. 

There  are  also  many  good  plans  on  the  horizon.  One  example  is  the  Community 
Intelligence  Collection  Management  Program  (CICMP),  co-sponsored  by  CIA  and  DIA.  Their 
goal  is  to  provide  a  single  architecture  for  the  management  of  intelligence  requirements.  Once 
an  analyst  has  an  information  requirement,  he  can  query  a  master  database  of  requirements  to 
see  if  someone  in  the  community  has  already  answered  the  requirement  or  if  another  analyst 
has  already  requested  it.  If  it  is  not  in  the  system,  he  enters  the  information  requirement,  where 
it  remains  visible  to  all.  A  system  such  as  this  would  significantly  improve  the  efficiency  of 
collection  management  processes  throughout  the  community,  and  add  to  the  collaborative 
environment,  so  long  as  tactical  level  analysts  can  interface  and  access  it  using  tactical 
collection  management  systems  based  on  a  common  set  of  standards. 

Nonetheless,  while  efforts  are  being  made  across  the  Intelligence  Community  to  address 
the  need  for  collaborative  analysis,  they  are  not  as  pervasive  as  they  could  be.  An  excellent 
example  to  demonstrate  this  point  is  in  the  area  of  “national  support  to  military  operations.”  As  a 
direct  result  of  the  expansion  and  diversity  of  threats,  and  the  compression  of  the  strategic  and 
tactical  levels  of  intelligence,  theater  and  tactical  intelligence  officers  have  increasingly  looked  to 
the  national  Intelligence  Community  to  fulfill  their  information  and  analytic  shortfalls  in  support  of 
deployed  forces.  The  Intelligence  Community  developed  the  National  Intelligence  Support 
Team  (NIST)  to  accommodate  this  need.47 

The  NIST  is  a  nationally  sourced  team  made  up  of  intelligence  and  communications 
experts  from  the  Central  Intelligence  Agency,  Defense  Intelligence  Agency,  the  National 
Security  Agency,  or  other  national  agencies.  Its  purpose  is  to  provide  a  tailored  national  level, 
all-source  intelligence  team  to  deploy,  with  a  Joint  Task  Force  (JTF)  Commander,  during  crisis 
or  contingency.  Its  major  missions  include  coordination  with  its  parent  organizations,  analytical 
expertise,  l&W,  special  assessments,  targeting  support,  access  to  National  databases,  and 
facilitating  requests  for  information  from  national  assets  as  well  as  analytic  capability.48 

The  Intelligence  Community  originally  intended  the  NIST  to  allow  increased  access  to 
national  level  support.  They  provided  communications,  and  computer  technology,  that  was 
unfamiliar  to  the  supported  analysts  and  incompatible  with  other  communications  in  the 
command.49  In  addition  to  providing  access,  these  individuals  brought  with  them  analytic 
expertise,  and  knowledge  of  the  capabilities  and  limitations  of  their  organizations. 

Today,  we  have  partially  closed  the  gap  in  communications  and  computer  technology  in 
the  theater  and  tactical  force.  The  systems  and  communications  that  the  NIST  continues  to 
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deploy  are  now  organic  to  the  organizations  that  they  support.  Since  these  systems  are 
redundant,  the  primary  role  of  the  NIST  has  changed.  The  existence  of  the  teams  today, 
appears  to  serve  more  as  a  gateway  to  the  supporting  organizations  than  as  a  facilitator  of 
communications.  Given  the  current  state  of  technology,  a  more  open  architecture  could 
facilitate  collaboration  between  the  supported  JTF  and  the  supporting  agency  without  the  use  of 
this  “go-between.”  Eliminating  the  NIST,  and  putting  those  personnel  back  into  the  supported 
organizations,  would  significantly  enhance  their  ability  to  meet  the  supported  headquarters 
needs.  It  would  also  allow  them  to  be  the  element  that  the  JTF  reaches  back  to,  rather  than 
deploying  them  forward.  Thus,  it  assures  that  the  resources  would  be  available  before  and 
during  deployment  when  the  JTF  needs  them  the  most. 

The  lessons  learned  from  the  Bosnia  missions  seem  to  support  this  idea.  For  example, 
the  requirement  for  six  teams  in  Bosnia  for  a  year  duplicated  intelligence  efforts,  reduced 
national  agencies’  capabilities  to  provide  support  to  other  potential  crises,  and  depleted 
valuable,  limited  national  intelligence  resources,  including  personnel  and  sophisticated 
equipment. 50  Once  again,  opening  the  architecture  to  allow  a  collaborative  environment 
between  the  supporting  agency  and  supported  command  would  free  up  these  valuable 
resources  and  allow  them  to  support  the  JTF  without  being  physically  co-located.  The  barriers 
to  achieving  this  goal  are  improvements  in  collaborative  tools,  communications,  access,  and 
training. 

The  solution  for  the  community  is  to  adopt  a  more  flexible,  redundant  approach  to 
analysis.  Much  like  Lockheed  Martin  in  the  1990’s,  the  Intelligence  community  must  determine 
a  means  of  organizing  the  intelligence  expertise  that  exists  throughout  the  world  so  that  it  may 
deliver  intelligence  products  that  meet  the  varying  needs  of  the  intelligence  consumers  with  the 
speed  of  a  smaller  organization  and  reorganize  just  as  quickly  as  the  conditions  and 
opportunities  change.51  An  approach  is  to  adopt  the  CDPS  model  that  distributes  analysis 
among  the  analytic  agencies  and  capitalizes  on  rapid  teaming  using  collaborative  tools,  the 
Internet,  and  new  software  solutions  such  as  the  virtual  office.  As  indicated  previously,  the 
collaborative  and  distributed  approach  to  analysis  will  allow  for  the  simultaneous  solution  of 
many  smaller  problems  that  are  related  to  a  larger  analytic  problem  by  making  the  most  efficient 
use  of  the  intellectual  capital  throughout  the  community.  It  also  retains  the  unique  perspectives 
of  the  analysts  that  result  from  the  close  association  with  the  customers  they  support.  Finally,  it 
will  achieve  an  enhanced  ability  to  contend  with  the  speed  and  complexity  of  the  information 
age  by  allowing  for  the  rapid  development  of  communities  of  interest  to  work  on  specific  issues 
without  having  to  reorganize. 
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THE  CHALLENGES  TO  ACHIEVING  DISTRIBUTED  COLLABORATIVE  ANALYSIS 


While  new  technologies  offer  tremendous  potential,  the  mere  existence  of  an  efficient 
communications  network  does  not  guarantee  that  an  organization  will  use  it  and  perform  as 
expected.52  To  build  a  collaborative  working  environment  between  organizations  requires 
quality  people  that  are  motivated  to  do  so.  Additionally,  it  requires  a  high  quality  operating 
system,  resources,  and  a  steering  process.  It  also  requires  a  culture  of  trust  and  joint  problem 
solving,  and  leadership  that  manages  a  development  process.53 

The  Intelligence  Community  clearly  has  quality  people  that  are  highly  capable  in  each  of 
the  intelligence  disciplines,  and  the  resources  to  meet  most  mission  requirements  appear  to 
exist.  There  seems  to  be  four  critical  elements  that  preclude  the  implementing  this  model  today. 
The  national  Intelligence  Community  lacks  a  common  standard  for  the  implementation  of  the 
intelligence  architecture,  which  adversely  affects  the  ability  to  interoperate.  It  must  deal  with  the 
issue  of  multi-level  security.  It  must  adopt  a  culture  of  trust  and  joint  problem  solving  that  is 
crucial  for  the  implementation  of  a  CDPS  approach.  Finally,  the  community  must  establish  a 
means  to  overcome  the  issue  of  the  competing  priorities  between  internal  and  external  analytic 
requirements. 

The  first  challenge  for  the  intelligence  community  is  common  standards  for  implementing 
the  intelligence  architecture.  While  Intelink  provides  a  common  backbone  for  access  to 
intelligence  products,  the  community  continues  to  suffer  a  lack  of  hardware  system 
interoperability  that  does  not  adhere  to  a  common  set  of  standards.54  Even  today,  the 
community  cannot  seamlessly  convert  databases,  share  map  data,  or  operate  outside  a  web- 
based  environment.  A  current  example  is  the  requirement  to  convert  the  Intelligence  Database 
(IDB)  into  a  form  usable  by  the  Army’s  All  Source  Analysis  System  (ASAS)  All  Source 
Correlated  Database  (ASCDB).  The  capability  exists  to  accomplish  the  conversion,  but  it  takes 
time  and  effort  to  do  so.  These  types  of  problems  are  not  isolated  to  the  national  Intelligence 
Community  but  are  also  prevalent  among  the  military  intelligence  services.  This  incompatibility 
runs  counter  to  any  effort  to  achieve  a  collaborative  approach  to  analysis.  Crucial  to  success  of 
the  CDPS  approach  is  the  development  of  and  adherence  to  a  common  communications 
standard  integrated  into  a  global  information  grid  that  is  accessible  by  all  intelligence 
organizations  and  analysts. 

Probably  the  single  most  difficult  challenge  for  achieving  a  truly  distributed  collaborative 
analytic  environment  is  the  issue  of  multi-level  security.  The  distributed  collaborative 
environment  creates  a  contradiction.  The  issue  boils  down  to  balancing  the  risks  associated 
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with  an  open  information  environment  against  protecting  the  information  from  unauthorized 
disclosure.  This  problem  is  not  new.  As  far  back  as  1996,  Emmett  Paige,  then  Assistant 
Secretary  of  Defense  for  Command,  Control,  Communications,  and  Intelligence,  identified  this 
issue  in  his  comments  to  the  Intelink  Mission  Support  Conference  in  San  Diego.55  Today,  the 
solution  is  to  carve  up  the  Intelink  network  into  separate  levels  of  security  based  on  levels  of 
access.  For  example,  Intelink  -  U  is  for  unclassified  information,  and  Intelink-SCI  is  for 
compartmented  information.  The  crafters  of  these  networks  have  physically  separated  them  so 
that  analysts  cannot  gain  access  without  the  proper  hardware  and  cryptographic  tools.  Given 
today’s  technology,  new  tools  must  be  developed  that  allow  an  analyst  to  be  called  or  paged 
across  these  networks  and  move  to  collaborative  work  areas  where  analysts  can  gather  to 
evaluate  a  common  issue  in  a  work  environment  at  the  appropriate  security  level. 

The  Intelligence  Community  further  complicates  the  security  issue  by  its  propensity  to 
over-classify  information.  This  runs  counter  to  the  information  revolution  and  efficiency.56 
Compartmentalization  and  classification  are  impediments  to  the  free  flow  of  information  that  are 
inherent  in  the  virtual  organizations  and  teams  within  the  business  community.  System 
developers  must  build  mechanisms  into  the  architecture  that  facilitate  the  free  flow  of 
information  rather  than  impeding  it.  “Powerful  concepts  demand  a  guiding  vision  of  equal 
power.”57  Like  Intelink,  the  concept  of  distributed  collaborative  analysis  “will  realize  its  promise 
if  we  do  not  lose  sight  of  what  it  is  supposed  to  do  for  us  and  learn  to  use  it  to  our  best 
advantage.”58 

Another  obstacle  to  achieving  this  team  approach  is  cultural. 59  In  order  to  adopt  this  new 
method  for  analysis  it  is  crucial  to  form  an  environment  of  trust  and  joint  problem  solving.  To  do 
so  will  require  the  elimination  of  the  culture  of  competition  and  the  adoption  of  a  team  culture 
that  permeates  the  entire  community. 

The  culture  of  competition  within  the  Intelligence  Community  was  not  by  design.  Instead, 
it  resulted  from  its  hierarchical  structure  and  differing  missions.  For  example,  the  Central 
Intelligence  Agency  is  focused  on  supporting  the  President  and  his  National  Security  Council, 
other  policy  makers  secondarily  and  the  remainder  of  the  national  intelligence  community  in  a 
tertiary  manner.  The  departmental  intelligence  agencies  are  focused  primarily  on  supporting 
their  departmental  masters  and  anyone  else  as  a  secondary  effort.60 

During  the  Cold  War,  the  Defense  Intelligence  Agency  consistently  supported  the  “worst 
case”  interpretations  of  data  in  order  not  to  undercut  the  Secretary  of  Defense’s  and  the 
Chairman’s  budgets  and  perhaps  risk  the  nations  warfighting  capability.  The  Central 
Intelligence  Agency,  on  the  other  hand,  had  a  different  focus.  Therefore,  it  made  its 
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interpretations  based  on  other  factors.  The  State  Department’s  Bureau  of  Intelligence  and 
Research  frequently  based  its  judgments  on  how  the  intelligence  would  support  the  Secretary  of 
State’s  policy.  Finally,  the  military  service  intelligence  organizations  were  always  mindful  of 
their  respective  service  budgets  for  much  the  same  reasons  as  the  Defense  Intelligence 
Agency.  For  example,  during  the  Cold  War,  no  reduction  of  the  estimate  of  the  Soviet  naval 
threat  was  going  to  find  support  from  US  Naval  Intelligence.61 

This  competitive  culture  was  reinforced  in  1976  when  President  Ford  created  a  special 
team  of  outside  experts  known  as  the  “B”  Team  to  challenge  the  National  Intelligence  Estimate. 
Thus,  the  competition  for  resources  in  the  Intelligence  Community  has  led  to  an  environment  of 
distrust  between  agencies  and  organizations.62  As  a  result,  many  individuals  in  the  community 
do  not  consider  their  job  to  include  the  larger  role  of  being  part  of  the  overall  intelligence  team. 
Rather,  they  see  themselves  as  members  of  a  select  intelligence  element  whose  purpose  is  to 
support  their  decisionmaker  and  must  compete  for  resources  in  order  to  do  so.  The  Intelligence 
professional  of  the  future  must  have  the  ability  to  move  in  and  out  of  different  alliances  of 
colleagues  depending  on  the  issue. 

Finally,  in  a  resource-constrained  environment,  there  are  concerns  that  implementing  this 
approach  would  impinge  on  the  priorities  of  the  organizations  involved  and  devolve  into  an 
informal  means  of  tasking.  With  their  differing  missions  and  the  competition  for  resources,  none 
within  the  community  are  going  to  be  willing  to  adopt  a  system  that  allows  them  to  be  tasked  by 
external  organizations  and  agencies  at  the  same  level  of  priority  as  their  internal  tasking 
mechanism.63 

The  parties  involved  must  not  view  the  collaborative  approach  as  a  means  of  tasking  or  a 
burden  to  the  organization.  Participation  in  a  collaborative  environment  must  serve  a  purpose. 
Either  the  organization  must  benefit  by  being  a  member  of  the  community  of  interest,  or  it  must 
serve  a  higher  purpose  based  on  national  priorities  or  a  specific  crisis.  Regardless,  the 
Intelligence  Community  will  need  to  develop  policy  and  procedures  for  implementing  this 
approach  that  does  not  intrude  on  the  specific  missions  of  the  organizations  involved. 

Ultimately,  adopting  the  Distributed  Collaborative  Analysis  approach  may  facilitate  a  shift 
in  view  over  time.  As  agencies  are  forced  to  work  collaboratively  and  in  a  distributed  manner, 
the  momentum  associated  with  success  may  further  motivate  individuals  to  want  to  participate. 

CONCLUSION 

In  this  post-Cold  War  environment,  the  threats  to  the  U.S.  National  Security  have  grown 
more  complex,  dynamic,  and  uncertain.64  These  trends  significantly  challenge  the  Intelligence 
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Community  to  deal  with  a  broader  spectrum  of  potential  threats  than  during  the  Cold  War 
period.  Additionally,  the  rapid  growth  in  information  age  technologies  has  significantly 
compressed  the  dimensions  of  time  and  space. 

As  a  result,  the  intelligence  requirements  are  in  a  constant  state  of  flux,  reflecting 
changing  policymaker  needs  and  the  evolving  world  situation.  These  strategic  trends  demand 
an  Intelligence  Community  that  can  dominate  the  full  spectrum  of  economic,  political  and 
military  intelligence  by  becoming  more  responsive  and  agile  in  meeting  consumer  demands  for 
intelligence.  The  Intelligence  Community  must  maintain  sufficient  flexibility  to  respond  rapidly 
and  efficiently  to  the  changing  intelligence  environment.  It  must  accommodate  significant 
international  changes  in  political  alliances,  military  threats,  and  opportunities  of  all  sorts; 
technological  change  affects  the  world  economic,  political,  and  military  balances  as  well  as  the 
abilities  of  technical  intelligence  collection  systems.  We  cannot  define  the  organizational 
structure  and  specific  roles  in  a  static,  hierarchical  way  that  too  narrowly  focuses 
responsibilities.  We  must  remain  more  flexible  than  ever  before.  In  the  1980s,  the  CIA  began 
creating  pools  of  analysts  and  collectors  to  handle  terrorism,  counterterrorism,  narcotics,  and 
weapons  proliferation  issues.  The  CIA  regularly  reallocates  resources  to  changing  priorities  and 
restructures  to  meet  the  requirement.  In  a  networked  environment,  the  costs  associated  with 
flexibility  can  be  significantly  reduced  and  allow  for  more  rapid  responses  to  changing  situations. 

While  the  cultural  shifts  needed  to  implement  a  CDPS  approach  appear  daunting,  the  best 
solution  for  the  Intelligence  Community  appears  to  be  to  divest  itself  of  the  Cold  War  analog 
methods  characterized  by  stovepiped,  hierarchical  approaches  to  analysis.  In  order  to  remain 
relevant  in  the  information  age,  it  must  embrace  a  new  method  for  analysis.  An  approach  based 
on  Cooperative  Distributed  Problem  Solving,  the  use  of  Internet  technologies,  and  the  virtual 
organization.  Doing  so  will  significantly  enhance  the  community’s  ability  to  capitalize  on  the 
analytic  capabilities  of  the  nation  while  mitigating  the  effects  of  the  expanding  diversity  of 
threats,  the  growth  of  information  technologies,  the  lack  of  governmental  support  for  intelligence 
at  any  cost65  and  the  compression  of  time  and  space. 
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